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About SURBL

SURBL provides
reputation data about
web sites that appear in
unsolicited messages to
the world’s leading web-
mail providers, mail filter
and security vendors,
ISPs and

organizations of all types
large through small.
SURBL data are used to
help evaluate web site
reputation in commercial
and open source mail
filters, security appli-
ances, and a wide range
of mail and web
applications and sys-
tems.

Learn More

For more information, visit
http://www.SURBL.org

SURBL Overview
What is SURBL?

SURBLs are lists of web sites that have appeared in unsolicited messages. Unlike
most blacklists, SURBLs are not lists of mail senders.

Why use SURBL?

Web sites seen in unsolicited messages are often more stable than the rapidly-
changing botnet IPs used to send the vast majority of them. Used together with
sender blacklists, SURBLs have proven to be a highly-effective way

to detect unsolicited messages.

How to use SURBL

A sender blacklist like zen.spamhaus.org is commonly used as a first-stage to
detect about 80% to 90% of unsolicited messages at the MTA. After the MTA, a
second-stage mail filter checks message body web sites against SURBLs. SURBLs
enable the mail filter to detect more than 75%* of the remaining unsolicited
messages. Together they can detect more than 95%* of unsolicited messages.
SURBLs should be used along with multiple, weighted factors to classify
messages, as SpamAssassin does.
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SURBL data are typically accessed using DNS queries. Small to medium-sized
organizations may use the free public DNS servers, while large organizations of
more than 1,000 users should retrieve the data by rsync and serve it from a local
DNS mirror or other internal database. When used in combination with Spamhaus,
SURBLs can detect more than 95% of unsolicited messages.
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PI'OI'IOUI’ICII'Ig SURBL ? SURBLs are free to use via public DNS query for organizations with fewer than
) _ 1,000 users or processing fewer than 250,000 messages per day. Larger organza-
SURBL is an invented tions should sign up for rsync access through our web site.
word, so there probably Please see: http://www.surbl.org/datafeed/
isn't a right or wrong
way to pronounce it. We Lists
ended up pronouncing it
like “sir bull,” with the multi.surbl.org includes multiple data sources:
accent on the first sc: SpamCop spamvertised sites - highly-filtered web sites from unsolicited
syllable. messages reported to SpamCop

ws: sa-blacklist web sites - former SpamAssassin ruleset of web sites now
in SURBL form

ob: Outblaze URI blacklist - extensively-filtered message body analysis of
feeds and user reports

ab: AbuseButler web sites - the most-often reported SpamCop web sites
plus native reporting

jp: jwSpamSpy and Prolocation web sites - extensively processed from
multiple, large feeds

ph: phishing and malware sites - filtered from a dozen external security
and phishing sources

Performance

SURBL lists help detect more than 75%* of unsolicited messages with false
positive rates in the 0.05% to 0.01% range. Used with Spamhaus, 95%* can be
detected.

Application Support

SURBLs are widely-supported in open source, commercial, and proprietary mail
filters and other applications including: SpamAssassin, sendmail, postfix, gmail,
exim, Exchange, gpsmtpd, and dozens more.

Please see http://www.surbl.org/links.html

Reseller Contact

MX Tools

422 Richards Street, 3rd Floor

Vancouver, BC Canada V6B 2Z3

Phone: 1-866-931-9228 (North America)
+1 778-330-1074 (International)

Website: http://www.mxtools.com

Email: support@mxtools.com

* Detection performance will vary by mail flow. Example results come from third party testing.
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