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As in the previous test, the IP address 
of every incoming email was checked 
against the Spamhaus ZEN DNS 
blacklist, while domain checks were 
performed against the new Spamhaus 
DBL blacklist. 

Once again, this resulted in a very good 
spam catch rate and again there were 
no false positives. While it is probably 
not a good idea to use a DNS blacklist 
as a standalone spam fi lter, with Spamhaus one can at least 
be sure that the vast majority of spam is blocked at an 
early stage.
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THE EMAIL CORPUS
The corpus contained 254,407 emails: 2,458 ham messages 
and 251,949 spam messages, where the latter consisted of 
237,783 messages provided by Project Honey Pot and 14,166 
messages sent to legitimate @virusbtn.com addresses.

Some new email discussion lists were added to the ham 
set and emails that claimed to be sent from @virusbtn.com 
addresses were removed from the test set. (This check was 
only applied on the MAIL FROM, not on the email headers.)

For each product, no more than four false positives were 
counted per sender. The ‘image spam’ and ‘large spam’ 
categories referenced in the test results are, respectively, 
spam messages containing at least one inline image, and 
those with a body size of over 50,000 bytes.

Spamhaus ZEN plus DBL

SC rate (total): 97.81%

SC rate (Project Honey Pot corpus): 98.52%

SC rate (VB spam corpus): 85.89%

SC rate (image spam): 96.72%

SC rate (large spam): 92.91%

FP rate: 0.00%
Final score: 97.81%

VERIFIED

True 
negative

False 
positive

FP 
rate

False 
negative

True 
positive

SC rate Final 
score

BitDefender 2457 1 0.04% 5144 246805 97.96% 97.84%

FortiMail 2453 5 0.20% 5401 246548 97.86% 97.26%

Kaspersky 2449 9 0.37% 5148 246801 97.96% 96.85%

M86 MailMarshal 2454 4 0.16% 1717 250232 99.32% 98.84%

McAfee Email Gateway 2438 20 0.81% 2208 249741 99.12% 96.69%

McAfee EWSA 2456 2 0.08% 4281 247668 98.30% 98.06%

MessageStream 2452 6 0.24% 2762 249187 98.90% 98.18%

MS Forefront 2454 4 0.16% 602 251347 99.76% 99.28%

MXTools 2458 0 0.00% 4922 247027 98.05% 98.05%

Sophos 2454 4 0.16% 1787 250162 99.29% 98.81%

SPAMfi ghter 2446 12 0.49% 5099 246850 97.98% 96.51%

SpamTitan 2452 6 0.24% 1858 250091 99.26% 98.54%

Sunbelt VIPRE 2444 14 0.57% 4004 247945 98.41% 96.70%

Symantec Brightmail 2456 2 0.08% 2263 249686 99.10% 98.86%

Webroot 2456 2 0.08% 3192 248757 98.73% 98.49%

Spamhaus 2458 0 0.00% 5529 246420 97.81% 97.81%


